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Anatomy of a Security Failure

About this session

* Highlight a number of security failures

* What happened

 What could’ve prevented them

 What we can learn from them

 Some are my experience, some well publicized...no

“rumors”

 Some you've heard about, some you haven’t
 “But I've heard about that one.”
* Ifitdidn’t happen we wouldn’t have to discuss it

iflech

olution roup




Anatomy of a Security Failure

What is a Security Failure?

* Could be many things
* Lack of security awareness in corporate culture
* Failure to keep technology patched/current
* No independent regular review
* Malicious code outbreak
* Malicious user event
* Unintentional user event
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What is a Security Failure?

* Generally speaking, a security failure is an event which
allows, has allowed or could allow unauthorized access
to or a loss of corporate property.
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What do we find?

 We do regular security assessments
» Different systems have different vulnerabilities
 Haven’t seen a “secure” partition just yet

e But hey...two were pretty good
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What do we find?

Top issues:

Very little encryption (<5%)

Special authorities everywhere

Lack of object authority on IFS and QSYS
« QCRTAUT = *CHANGE

Questionable NetServer shares

Guest profiles

Very few exit point programs in use

Service Tools wide open

REXEC, FTP turned on

PTFs not current
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“But we get audited every year”

* Many audits are financial in nature
* Yes, they ask technical questions
 Some are even good questions
 Seldom are there any IBM i questions
* Get anindependent review
* Reputable IBM Business Partner
* Augment your yearly audit
* Use towards your yearly audit
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How do you know you’ve had one?

 Most security breaches are painless
* Access gained
e Data downloaded
* Paper trail?

* You know only if you’re looking. Maybe.
* If I have your credentials...I'm “you.”
* |view or download your data
e Using your interfaces/programs

* I’'m on your network
* Most breaches are internal
* Nothing’s abnormal
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Event 1: Who opened the attachment?

* IBMicustomer

e Keeps things relatively current (PTFs, IBM i 7.2)

* Focused on security

e Bigger IT shop...8 bodies. No overtaxed single admin.
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Event 1: Who opened the attachment?

* Shared network drives suddenly had many files/directories encrypted

* IBM i NetServer and Windows shares

 About 1.5 TB data affected

» Restored both from tape backups

* Services down for 5 hours for recovery from tape
* EDI, Apache, file shares

* IT group pats itself on the back

e Starts up the servers
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Event 1: Who opened the attachment?

* But wait! All the directories are being encrypted again!
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Event 1: Who opened the attachment?

* IT digs deeper
 Company-wide email goes out pleading for info
 Someone decides to examine a newly encrypted file
* Every encrypted object is owned by the same person
* This person had *ALLOBJ




Anatomy of a Security Failure

Event 1: Who opened the attachment?

* Source of malicious code found on user laptop

* E-Mail attachment from unknown sender

* Excel file with macros

« User decided to enable/run macros upon opening

e User left PC turned on, locked and went to another building
e Laptop unplugged from network by IT
* Restored file share directories...again
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Event 1: Who opened the attachment?

* The pain:
* 12 hours combined downtime for restores and detective work
e Data restored from last backup
e 00:00-02:00 the night before, so all new data lost that day.
 Company-wide productivity loss
* File shares down
e EDIdown
e FTP down
 |IBM iweb servers down
* Entire IT team in break/fix mode for the day
 What's that cost?
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Event 1: Who opened the attachment?

 What could’ve prevented this?
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Event 1: Who opened the attachment?

* What could’ve prevented this?

* Perimeter & desktop antiviral/antispam already in place
 Absolutely necessary but...it's always reactive
 Don’t rely on it to catch everything. It won’t.

e Disabling the use of macros with AD group policy

* User training
 Don’t open attachments from people you don’t know

* Poor authority on shared directories
« *RWX on IBM i NetServer shares
e User had *ALLOBJ anyway
* Luckily the / was not shared and mounted
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Event 1: Who opened the attachment?

 Addendum:
* They were lucky the backups worked
* And that they did backups
* And they tested recoveries
* Most cryptolocker events in the news are evidence of zero backup
 They didn’t pay ransom...there’s no story
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Event 2: QSECOFR

 Happened just this past summer. Seriously.
* And it happens more than you think
* Visiting a new potential customer
* Novice IBM i knowledge
* Small shop, 20 users. One admin who doesn’t admin.
 Old POWERS...maybe looking for an upgrade
e System under a desk in the back
 What's the QSECOFR password?
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Event 2: QSECOFR

* |see a post-it note on the Operations Console screen that says:
* UserID: QSECOFR
* Password: HELPME
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Event 2: QSECOFR

* | stole the post-it
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Event 2: QSECOFR

* The pain:
* Well, no pain...yet
* It’s a colossal failure waiting to happen
e Attention light on
* Backups were sent to a networked storage device
* No security on that either
* No full system save nor functioning tape drive
* QSECURITY level 20
* “No worries, we might be moving to Windows in a year.” #SureYeahRight




Anatomy of a Security Failure

Event 2: QSECOFR

 What can they do to prevent this?
e Easy. Don’t write root-level passwords down!
 Don’t be on QSECURITY 20!
e System was under a desk in the back of the building
* No locked door
e Sprinkler system overhead
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Event 2: QSECOFR

e Addendum:
* |T Director had another meeting and left me alone
* | was left unattended for 45 minutes
* One person stopped to talk to me
e Just chit chat
* Nobody asked
* Who | was
 What I’'m doing
* Who let mein
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Event 3: Smoke on the Water (plant)

e “Kemuri Water Company”
* Responsible for supplying/metering water for multiple counties

* Verizon RISK Team assessment
e Critical infrastructure customer
 Before assessment, KWC adamant that
* There was no evidence of unauthorized access

 The assessment was proactive
* So...”Everything’s good here! We have it covered.”
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Event 3: Smoke on the Water (plant)

* High risk target
* Internet-facing perimeter had some high risk vulnerabilities
« AS/400
* SCADA system - Supervisory control and data acquisition
* Ran many Information Technology and Operational Technology functions
* Functioned as a central IT hub
* Connected to multiple networks
 Managed valve and flow control application that was responsible for
manipulating hundreds of Programmable Logic Controllers (PLCs)
e Stored customer personal identifiable information (PII) + billing info
Stored KWC financial info

11'ech5m%mmlstrator (like many shops)
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Event 3: Smoke on the Water (plant)

 “Well maybe we do have a problem”
* Interviews revealed
* Unexplained pattern of valve and duct movements had occurred over the
previous 60 days
 These movements consisted of manipulating the PLCs that managed the
amount of chemicals used to treat the water to make it safe to drink
* Changes affecting the water flow rate, causing disruptions with water
distribution
* Proactive assessment turned into a reactive investigation
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Event 3: Smoke on the Water (plant)

* \Verizon reviewed internet traffic
 Some source |IP addresses matched addresses from previous hacktivist

investigations
 These IP addresses accessed online payment application
* Times/dates of web server logs matched the irregularities in PLCs

* Four separate events in 60 days
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Event 3: Smoke on the Water (plant)

* The online payment system
e Customer, billing and water usage information had no two-factor auth
* Directly connected to the AS/400
e Contained admin credentials to the AS/400 on the web server
* Contained connection info to the AS/400
* Easily identifiable web server vulnerabilities were exposed
 The AS/400
e Directly connected to the internet as well
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Event 3: Smoke on the Water (plant)

* The pain...
* More than 2.5 million customer records exfiltrated from the AS/400
» Settings were modified on water valve and flow control
* Altered the amount of chemicals into the water supply
* And was found...purely by chance
* Other concerns
* No backup systems in place
e Little to no oversight
* “Configuration choices made for convenient management were
unchecked by security considerations.”
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Event 3: Smoke on the Water (plant)

 What could’ve been done to prevent it?
* Internet-facing applications segregated from back-end systems
* Plain text credentials? In a plain text file? On a front-end server?
* Credentials used had excess authority on the AS/400
* Missing security patches on front-end servers
* “If it works, why patch it?”
* No regular audit review.
 No independent review leads to myopia




Anatomy of a Security Failure

Event 4: Scorched Earth

* Long-term programmer/analyst
* New CEO and CIO arrive
* Alljobs under review
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Event 4: Scorched Earth

* PA begins to make preparations
* Goal was to make himself invaluable
* Inserted code in payroll system and inventory management system
* Prevent payroll jobs from completing
* Prevent inventory moves from completing
 Required the PA to take action
* Update a hidden PF field date with today’s date.
* |f the field date wasn’t >= today, PY/IM programs would halt
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Event 4: Scorched Earth

* PA begins to make preparations
* PA also added a job scheduled entry calling a program each day
* DLTLIB on a number of production libraries if the system date was
105 days greater than his last sign-on date
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Event 4: Scorched Earth

 PA gets let go

e C(Called back in two days later to make IM run

 They watch what he’s doing

* Figure out the ruse

* Luckily, PA fessed up to it under fear of criminal prosecution
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Event 4: Scorched Earth

* How to prevent this?
* Programmers having rights to production files/libraries = bad
* No segregation between production/development = bad
 Maybe an ethics test as part of the review process?
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What Can You Do?

* Your data/systems have value
 Assume you’re not immune

* Never breached? Can you prove that?
* Basic computer security literacy

* Basic computer security literacy

* Basic computer security literacy

* Basic computer security literacy
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