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What’s the Risk? 



2016 Threat Landscape Recap
“To be honest, we often advise people to just pay the ransom.” Assistant Special Agent-FBI

29%
Almost 1/3 of business 
computers subjected to attacks

70%
Think cyber security threats
to their organization are escalating

24.4 Billion
IP Connected devices
anticipated by 2019

50,000
Corporate computers detected
with ransomware

2,000
Websites infected by
Ransom-LinuxCrypto

Unique malicious objects 
scripts, exploits, etc.

121,262,075



2017 Threat Landscape Recap
“The easy availability of exploit kits and dark web sources fuel the rapid creation of new malware.” 
McAfee Labs, December 2017

300,000
Computers in over 150 countries 
infected by the WannaCry malware 
attack in a 24-hour period

781 million 
Total malware samples. 
Represents a growth of 27% 
in the past four quarters

44%
Growth in the number of total 
ransomware in the past four quarters 
to 12.3 million samples.

119% 
PowerShell malware
grew 119% in Q3,
reaching a total count
of more than 28,000

263
Publicly disclosed security incidents in Q3. The 
health and public sectors comprised 43% of 
the total. 61% of all publicly disclosed security 
incidents in Q3 took place in the Americas.



Network Threats
Key Trends: Attacker motivations vary



McAfee Threat Predictions For 2018

Connected homes may lead to increase privacy breach
Increased granularity of serverless apps will lead to a 
comparable increase in the attack surface
New targets for Ransomware
Competition between defenders and attackers to use 
machines to outwit each other



Ransomware hits Power!

9

!
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Tips for Creating Your 
Malware Defense Strategy



Protecting Your Power Systems
8 Necessary Malware Defense Tactics

Implement and enforce security policies
Shutdown unused services
Use exit programs to restrict access to services
Avoid oversharing
Scan for viruses regularly
Enable auditing
Monitor so you’ll know right away
Get good backups



Implement and Enforce Security Policies

Viruses can only spread to 
files the user has access to 
If a user has all object 
authority, so does the virus
The “root” (/) directory 
ships with the equivalent of 
Public(*ALL) authority
Consider providing users 
their own directory under 
“/home” and secure 
accordingly



Shutdown Unused Services

If there is no valid business 
reason for a service to be 
started, don’t auto-start it
Only start services when 
needed and end them 
when done
Consider using more secure 
alternatives to current 
services



Use Exit Programs to Restrict Access to Services

Grant access to services on 
an as-needed basis to 
select users
Control functionality 
allowed depending on 
service
Restrict access beyond 
object level security
Effective control over 
powerful users



Avoid Oversharing

Shares should be created sparingly
Review and eliminate 
unnecessary shares
Never share “root” (/) directory
Consider giving each user a
directory under ‘/home’
Make shares “read only” 
whenever possible



Scan for Viruses Regularly

Virus scanning should be 
done natively on the server
Automate scans to avoid 
gaps in protection
Enable on-access scanning
Identify particularly 
vulnerable directories and 
scan more often



Enable Auditing

Audit changes to /QIBM and 
other system critical 
directories
Audit failed logins
Audit authority failures
Audit changes to system 
values/security configurations



Monitor So You’ll Know Right Away

Monitor scan logs for 
infections 
Monitor scan and update 
jobs
Monitor the audit logs 



Get Good Backups

Establish good backup 
practices
Ensure you’re not backing 
up infected files
Replication data is likely to 
also be infected
Develop and test a 
recovery plan for when hit 
with a virus
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Benefits of Native 
Virus Scanning



Native Virus Scanning
Why you shouldn’t use Windows-based anti-virus software to scan your Power Systems

Windows-based scanning introduces serious concerns that can 
only be avoided with a program built specifically for your OS
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Stand Guard Anti-Virus 
for Power Systems



Stand Guard Anti-Virus
Native Virus Scanning Software for Your IBM i, AIX, and Linux Servers



Questions?



www.helpsystems.cominfo@helpsystems.com (800) 328-1000


